

















OPEN JUSTICE : CUI BONO ?








Address to


3rd Australian Institute of Judicial Administration


“Technology for Justice “ Conference





by











CHRIS PUPLICK





NSW Privacy Commissioner





22 October 2002














Distinguished Guests, Members of the Judiciary, our honoured overseas Visitors:





I hope that all of you will appreciate the utter sense of trepidation with which I approach the prospect of talking to you about matters which relate to the law and its administration. Nevertheless, armed as I am with an excellent university arts degree, primarily as a student of Greek and Roman history and with a track record of saying what I think and living with the consequences, there is no reason for me to eschew the habit of a lifetime and getting stuck right into it.





It is also why my classical background brings me so frequently back to Cicero’s great question “cui bono?” – who benefits ? 





What I wish to discuss with you are the issues, as I see them,  arising from the interplay of new approaches to privacy protection, public access to information and the communications revolution.





I made my first presentation on this general topic to a meeting of our States’ Supreme Court judges in August 2001, and since that date something in our world has changed dramatically - I refer of course to the events of September 11, 2001. Not only did that date shake the western world to its overly-self confident foundations but it has now shaken much of the rest of the world in an even more literal sense. For those Australians who, like myself, spend a large part of our lives concerned with the issues of privacy protection it was perhaps the most profound shock we had ever experienced, at least until the Bali tragedy of just ten days ago. This is globalisation with a terrible vengeance.





I have referred in numerous other places to the impact of 11 September on privacy matters and concerns�; I have expressed my alarm at the extent to which this outrage has been used as an excuse to improperly and unnecessarily enhance police and security agency powers, to restrict freedoms and liberties and to tip the delicate balance between the citizen and the state far too sharply in favour of the latter. 





In Australia we have not been immune from this rush into over-reaction although at least in some areas more sanity now prevails and the excesses of the federal Attorney General have been restrained.





What September 11 should remind us all however is that information is power and access to it is the key for those who would exercise it.











Privacy Matters





Opinion surveys in the United Kingdom, North America and Australia consistently show high levels of concern by members of the public over the protection of their personal privacy and  information.  The recent survey commissioned by the Office of the Federal Privacy Commissioner reported record levels of concern:





Approximately 89% of the population thought it was important that organisations advise them who would have access to their personal information, with two-thirds (66%) rating this as very important. As few as 1 in 20 (5%) thought such advice wasn't an important issue.





As well as wanting to know who may have access to their personal information, the desire to know how their personal information might be used was also strong with more than 9 in 10 (92%) rating this type of information as important. Again, this information was seen to be very important for over two-thirds (68%) of the population.





….the practice of using information for a purpose other than that which was originally intended was of concern for 68% of the population with 41% recording great concern, and 23% recording little or no concern.





In November 2001 at a National Conference on Privacy, Technology and Criminal Justice Information held in the United States a number of distinguished judges and academics reviewed some of the issues about public perception of the way privacy issued were handled in the criminal justice sector. Attention focused upon the distinctions made, for example, between information related to adults and juveniles, and to information being available about people who had been convicted and those who were simply arrested but not convicted. It is not my purpose to go into details of those surveys here but rather to say that an overwhelming majority of people were concerned to ensure that the criminal justice system provided adequate privacy safeguards and that not all records, simply by virtue of being court records, were accepted as being automatically accessible and in the public domain. Indeed one Judge commented : “If we breach the public trust in the area of privacy, the loss of confidence is going to be immeasurable” as far as the maintenance of public trust in the justice system is concerned.





Surveys conducted in the wake of September 11 show that while many more people now favour some expansion of police and security powers to deal with terrorism, they have concerns about the potential impact of these on civil liberties generally and that above all they are mistrustful of how police, judges and bureaucrats will administer any such laws - a feeling one commentator has described as “anxious trust”.





Privacy itself is both a culturally and historically defined value, although I have no opportunity to discourse further on that point.  Nevertheless even within the current Australian context, privacy is  a contested value on which a there are a range of positions:





privacy for some  is a human right so essential that it displaces all other interests - it goes to the essence of how a person defines themselves





respect for privacy may be seen as an essential basis for interacting with others in a civilised community and for defining relationships between individuals and the State





privacy is the basic element establishing  trust between organisations and their customers or consumers





for others, an emphasis upon individual privacy is not the best way to confront  the challenges of an increasingly  surveillance based society 


law and policy makers may see privacy as just one of many rights which need to be balanced against other individual or public interests





there is always the haunting (and essentially mindless) refrain that privacy does not matter because if you have nothing to hide you have nothing to fear





“Get over it…you have zero privacy anyway” (Scott McNealy CEO Sun Microsystems, 1999)








This variety of views reflects a degree of uncertainty and ambiguity over how this pervasive public concern can best be resolved in different and differing  contexts.  Nevertheless there has always been a presumption in free and democratic societies that people do have some rights to respect for their privacy, their right, as is classically said,  to be left alone. If anything, this presumption has gained ground in recent years, both in terms of public perceptions and in terms of formal legal recognition.





I do not want to  dwell upon this point of legal recognition other than to draw attention to the following points:





democratic governments throughout the western world have shown an increasing propensity to enact legislation defining certain rights to privacy and providing for its protection. In Australia we have formal  broad brush legislation in the Commonwealth, New South Wales and Victoria with other more limited matters such as the privacy of health records protected in other jurisdictions;





the long tradition of what I would described as the indifference of Anglo-Australian jurisprudence towards privacy as a right is being displaced by an increasing importation into our systems of those rights (including privacy rights)  enshrined in international instruments such as the International Covenant on Civil and Political Rights. The impact of such changes was evident





In the High Court decision in invalidating Tasmania’s anti-homosexual laws and in some of the comments made by the Justices in A.B.C. v Lenah Game Meats P/L;


in the comments made by the English Court of Appeal relating to the publication of the Michael Douglas / Catherine Zeta-Jones wedding photos, and in relation to the recent contradictory verdicts in relation to the “super-model” Naomi Campbell, (although the adulterous soccer player did not do so well); 


and the AIJA Oration given by the Chief Justice of New Zealand (Rt Hon Dame Sian Elias) in June 2000.


 


the  concern expressed in almost all quarters that the pervasive influence of technology, be it in anything from CCTV surveillance to DNA testing or genetic profiling cannot be allowed to proliferate without some counterbalancing recognition of the privacy rights of individuals.





I  believe that experience has shown that self regulation as a means of protecting privacy rights has been tried and on the whole found wanting.  Legal protection can be cumbersome and is constantly challenged by new technical applications.  





The subject matter of much legal regulation, namely personal information, is a protean concept and it is difficult to apply hard and fast rules to meet individual contexts in which information is processed. 





For this reason legislation passed in New South Wales and at the Commonwealth level includes broad exemptions for various activities or agencies.  These include exemptions for activities such as law enforcement and the judicial functions of courts and tribunals. 


Unfortunately the breadth of these exemptions, and the lack of precision or clarity in terms such as the “judicial functions” of courts or tribunals,  run the risk of nullifying the supposed benefits which privacy laws are supposed to deliver.  








How far should the Courts be exempted from privacy regulation?


 


Section 6 of the Privacy and Personal Information Protection Act 1998 (NSW) [PPIP Act] provides that nothing in the Act affects the manner in which the judicial functions of a court or tribunal are exercised.  





[An analogous decision has recently been handed down by the President of the Administrative Decisions Tribunal in relation to the Freedom of Information Act 1989 which takes a very expansive view of what constitutes “judicial functions.”]�





What I have to try and assess as the officer responsible for administration of the Act is just how far does this exemption extend to courts which are at the same time both  judicial fora, managed by judicial officers  and registries holding vast amounts of personal information managed by traditional public servants ?  





The similar exemption in schedule 1 of the FOI Act has generally been considered not to affect the residual functions of courts.  Indeed recent amendments to the FOI Act made by the Statute Law (Miscellaneous Provisions) Act 2001 were specifically explained as clarifying that Act’s coverage of the Supreme Court. �


The Act clearly does not apply to the decisions taken by judges in the course of proceedings for example, to release evidentiary material to the media, as exemplified in the recent decision of Mr Justice Hamilton in Hammond v Scheinberg.�





The recognition that courts are also bureaucratic organisations subject to privacy regulation does not resolve the issue. Court registries are caught between their desire to comply with the law and their Judges’ more expansive view of their judicial function and their prerogative. 





Operating through rules committees and the like, Judges seek to establish detailed directions concerning the handling of records in their registries. 





The kind of issues arising  include:





To what extent does the principle of “Open Justice” (in the terms used by Chief Justice Spigelman in his Keynote address to the 31st Australian Legal Convention) presuppose that everything which takes place in our courts and tribunals should be available and open to anyone?





If not everything is available to everyone, what is the nature or quality of interest a person must demonstrate to justify having access to court files?  Should it extend for example  to an employer wanting to find out about a case involving an employee; to neighbours curious about the intimate family details of the folk next door; to any journalist on a fishing expedition hoping to discover the secrets of public figures; to an obsessed crusader wanting to publish a register of particular offenders? 





is there any temporal dimension to the question of access to such records, or are our dealings with the courts to be public information for ever in the way in which other information (e.g. spent convictions) may not be ?





While the exemption for the judicial activities of courts serves an important public interest in open justice it also raises its own set of privacy issues.  











Open justice v individual privacy





The principle that justice should be open and accountable means that courts have been reluctant to admit privacy arguments where they could be seen to restrict public information about what goes on in our courts.   This is one manifestation of a broader mistrust of the idea of a right to privacy in Anglo-Australian common law.  





Open justice serves definite functions, ensuring the law is publicly declared, preventing secret courts or  publicising public disapproval of anti-social and illegal acts.  However there is also recognition that circumstances may arise where  open justice may give way, for example to protect children or victims or the judicial process itself.





I think it is also worth raising another fundamental question - one rarely if ever asked. That is, what is so special about these records or this information simply because they are generated in the courts? What makes court records so completely different from any other records in which there may be some public interest? Is “open justice” so cardinal a value that it automatically transcends an individual’s right to privacy?





Information produced in court is often produced as a result of the exercise of coercive powers and may be information which would never otherwise have entered the public domain. What happens when an individual is compelled in court - against their will perhaps - to provide information about their health status (that they have terminal cancer) or about their sexuality (that they are homosexual or transgender) or about their genetic relationship to another person, or psychiatrists subjective reports are involved  - does the fact that the information was coerced from or provided by  them in court then mean that it can be broadcast to the world at large in a way which would not be permitted were the disclosure made in some other forum ?





 If so, why ? Upon what basis ? By whose decision ? With what degree of democratic consent, approval or support ?





One could look at any number of quite specific issues in this regard. For example:








Juvenile Court or juvenile offender records - in the United States there is a rapidly growing tendency for the courts to open up juvenile records to a greater degree of public scrutiny and examination�. Such an approach was strongly pushed by the NSW State Government prior to the last election but appears, mercifully, to have gone off the boil somewhat - I presume so that the Government can pursue its anti-young people strategies on other fronts;








Criminal Records history - are all of these, including all past convictions genuinely part of the public domain simply because they are alluded to or produced in court, very often in an uncontextualised setting. How do we square this with the philosophy which underpins the Criminal Records Act and favours the eventual expunging of such material from the public record ?





Health data - which may be produced in Court for any number of reasons and which is generally regarded as the most sensitive data which public authorities hold about us. This is a matter brought into sharper focus as we start to confront all the other aspects of the genetic revolution.








Different access issues





Without wishing to challenge the importance of ensuring open justice, I suggest that new communications media and technologies may alter the ways in which it is best achieved and in the process pose new questions about privacy. 





Even in the United States  where there has been traditionally a high level of access to paper court records, concerns have been expressed (for example by the Supreme Court of California as far back as 1997)  that on-line access abolishes the often protective  barriers of time and space that made generally  open access socially acceptable.





 We saw an example of this when the Sunday Telegraph of 12 May 1996 carried a front page story on how “intimate Family Court secrets of hundreds of Australians” had been “splashed across the Internet”. 





Of course the material in Family Court reports has always been available in printed form, but access at the press of a button is another thing altogether.





I note in this regard that a book has apparently just been published in the United States which I found when trawling through the internet ! It is by the noted legal academic Joseph Jaconelli and is entitled Open Justice. 





The blurb for this book, published by Oxford University Press reads:





“It has long been a fundamental norm of civilized legal systems that the administration of justice is conducted in full view of the public. This is regarded as particularly important in criminal cases, where the accused is traditionally viewed as possessing the right to a public trial. The rise of modern media, especially television, has created the possibility of a global audience for high profile cases. Increasingly, however it is seen that the open conduct of legal proceedings is prejudicial to important values such as the privacy of parties, rehabilitative considerations, national security, commercial secrecy, and the need to safeguard witnesses and jurors from intimidation……….(t)his topical new study……explores these issues and offers a critical examination, in the context of English law, of the values served by open justice and the tensions that exist between it and other important interests.”�





I suspect we should all read this.








On-line judgments





The European Community’s Working Party on Data Protection in its recent report, An Integrated European Approach to On-Line Data Protection expressed concern over the privacy implications of being able to conduct full text searches over the Internet.  





- Whilst case-law databases are public legal documentation instruments, their publication in electronic form on the Internet, providing wide search criteria on court cases, could lead to the creation of information files on individuals. This would be the case if the databases were consulted in order to obtain a list of court judgments on a specific individual rather than to find out about case law.�





The EU Report went on to suggest various ways of limiting this including the use of the Robot Exclusion Protocol and adjusting methods of searching the relevant databases. 





- The on-line consultation of databases can be restricted by, for example, limiting the field of the query or the query criteria. It should be impossible to collect a large volume of data using a wide query such as the first letters of a name. It could also be made technically impossible to request court judgments, for example, based on the name of an individual, or to request the name of a person based on his/her telephone number.�





During the most recent meeting of International Privacy Commissioners (Cardiff, September 2002) I had the chance to discuss this specific issue with my French counterparts. They informed me that the French Courts are now moving to a much more restricted access to on-line court records, and have positively determined that in the balancing equation between the right of the public to know and the right of the individual to maximum protection of their personal privacy, they intend to weight the scales towards the latter. 





Closer to home, Privacy NSW received a complaint in 2000 from a company which found that clients searching for its web page were turning up multiple references on the Attorney General’s LawLink web site to a court case in which it had been involved.  Although technically this was not an  issue of individual privacy, the implications of the search process appeared worth investigating. 





 We were unable to replicate the search results complained about using standard search engines.  We discovered however that both LawLink and AUSTLII case databases applied the robot exclusion standard to discourage indexing of individual cases by search engines.





A further problem with the potential for search engines to create profiles on individuals is inadvertent disclosure of spent convictions. Under NSW and federal spent conviction legislation, people whose convictions are quashed need not declare them.  Similar provisions apply to findings of guilt or minor sentences after a crime free period.  Global indexing of cases threatens to undermine these benefits. 








Suppression of identities or of evidence





The common law test for suppressing the identity of defendants and witnesses in the interests of justice has evolved in response to the print and broadcasting media.  It is less suited for a medium like the Internet where information is available for an indefinite period and can be accessed by text based searching as I will illustrate below. On the one hand there may be compelling arguments to protect privacy by suppressing names - even of offenders. In this respect I direct attention to the recent decision of Schmidt J  in the Industrial Relations Commission matter of Workcover Authority v Central Sydney Area Health Service where the identity of a patient who had assaulted nursing staff was suppressed. �





On the other hand when the Victorian Supreme Court issued suppression orders in relation to proceedings where a woman was bringing suit against a tobacco company, the Australian Financial Review editorial was scathing in its analysis of this matter.�








On-line court lists and case files.





Government policies to encourage putting all appropriate services on-line are leading courts to publish daily court lists and experiment with giving lawyers and parties access to material on court files, such as subpoenas issued, orders made and future hearing dates.





Court lists will generally include file numbers or law enforcement identifiers which make it possible to link an individual to other information held in the justice system.  Although court lists are only left on the web site for a few days, there is nothing to stop organisations capturing this information in their own databases.  Bear in mind that such a database would record court appearances rather than outcomes and could have a highly prejudicial effect on the individuals recorded.


Under the Child Protection (Prohibited Employment) Act, people with very old convictions for sexual offences must make a tribunal application to have these waived if they are to work with children.  These applications may relate to offences which occurred under different social conditions when the applicant was a child or young adult.  The merit of making these applications public is questionable and suppression orders are routinely granted. [In 2001 a total of 11 such applications were made in the ADT and 6 in the IRC, all of which were granted.]





Last year  the Industrial Commission posted the name of an applicant for waiver on the daily case list on its web site.  When the case was heard the following day interim orders were made suppressing the identity of the applicant and the school which supported his application.  A delay in removing these details from the court list, gave interested parties an opportunity to identify the applicant which, for a day at least, effectively overrode the suppression order.  Such incidents are likely to become common as more people rely on the Internet, rather than the traditional media for their news.





On-line access to case lists poses a different range of questions which challenge the existing SC Practice Note 97 requirement for access by non-parties to be approved in each case by a judge or registrar. I shall return to such Practice Notes later.








Access by parties and witnesses








Enhanced access to case files by parties and their legal representatives giving other  interested parties on-line access to more detailed case files  raises both  privacy concerns and matters of equity. 





 Should this right extend to witnesses, on the basis that they are identified in the record and have rights to know what information is held about them.  How is the level of interest determined and the level of access controlled?  


Once a case is over should parties have the right to correct or annotate inaccurate or irrelevant material on the record and if not why not?  This issue has been raised with us by a party who secured a successful judgment from a Tribunal but objected to what she felt was the inaccurate way the tribunal member had summarised the evidence. Both Freedom of Information and Privacy legislation gives individuals the right to correct information which is held about them in public records and which is not accurate. Why should the same rule not apply to court records - if a doctor can be forced to amend his or her records about a patient’s diagnosis where that is challenged by the patient, why should the opinion of a judge be regarded as any more sacred?








Research access





This is arguably as much an aspect of open justice as access by media given that research offers a more considered and sustained evaluation of the way courts operate. Where research is proposed there is a need to balance some protection for individuals against unfair disclosure against a perception that only researchers approved by the courts can access their files.  It should be borne in mind that there is now a structure for ethics approval of institutionally based research which can assist the courts in specifying conditions of access.  However such ethics protections do not apply to researchers who are not affiliated with institutions and is not well adapted to certain kinds of research where the subject matter cannot be clearly defined in advance, eg historical and biographical. Privacy NSW is putting the finishing touches to a research code for public sector agencies which addresses some of these issues. 





Security issues 





On-line access raises risks of court files being tampered with and the whole judicial process being corrupted. I am yet to be persuaded that if people can, quite easily it appears, hack into the records of NASA or the Pentagon; or hack into and alter sensitive medical records, that the mischief which could result from such an assault upon filed court records is one that can be easily prevented.  These risks certainly need to be factored into decisions on what level of on-line access to implement.








Different solutions





There are a range of options worth consideration to address some of the issues which I have raised.





information privacy legislation





Courts could be required to comply with the purpose based restrictions of information privacy laws, but with more narrowly defined exemptions to protect the actual hearing process.


categorising court records according to levels of access





This could facilitate greater on-line access to court files, but is an administratively complex process.  How much should the decisions depend on individual applications and the determinations of judges and registrars, or how far could one go in automatically assigning levels of access to particular classes of documents and cases, so that the level of access would depend on the status of the applicant ?  Concern for maintaining the integrity of court files may justify implementing systems which are capable of supporting controlled levels of access much as is now being considered with access to electronic health records or is theoretically practiced with police files on the COPS system.








privacy enhancing technology





We cannot ignore the potential of the technology which threatens our privacy being used to provide easier means of protecting it. The robot exclusion protocol is a voluntary Internet standard which allows web sites to attach  a line of code which serves as a request to search engines not to individually index pages which are regularly changed or up-dated.  It has been adopted by some sites as a privacy protective measure for files such as court cases.  It provides no protection against a searcher which deliberately targets personal information.  





Digital signatures represent another way of giving people appropriate levels of access to court files, but there are still issues in making them secure and easily useable. Less ambitious ways of controlling how people use one’s website include registration for example of legal practitioners, parties and accredited journalists.





anonymising cases





An extreme solution to an otherwise hard to address problem would be to change the method of citing cases to make it harder to search by individual names.  This would require courts to rethink current practices which limit the grounds on which identity of litigants can be suppressed, and regulate conduct constituting contempt, which have grown up in response to pressure from the newspaper, radio and television media.   This could be coupled with a method of approved re-linking of cases with the identified subjects so that interests such as the media would not be prevented from reporting cases where there was a public interest in identities being known. 








The lure of “reality” television





I would like to make one further comment about the extent to which it is argued that the public “right to know” should be enhanced by a more direct filming of judicial proceedings. Direct broadcasting of court proceedings is increasingly common in the United States – even here we are familiar with the nauseous outpourings of Judge Judy and the voyeuristic excesses of the OJ Simpson fiasco. 





Quite recently my Office has been directly involved in advising various parties about proposals for television shows – one of which involved direct filming of proceedings in the Local (magistrates) Courts and the other in the Coroner’s jurisdiction. I will not go into the details of these exercises other than to say that those who advocate for a completely open system of access to court records must, presumably, also be advocates for the open broadcasting of all judicial proceedings. After all, if the courts are open to any citizen to walk in off the streets to observe, why should they not be open to anyone with a television set ? Interestingly of course, very few people – especially judicial officers – take this point of view. Any more I might add than Parliamentarians support the unrestricted broadcast of all aspects of parliamentary proceedings.





The key issue of course is that of context. Just as knowledge is not the same as understanding, so open access in the absence of a contextual understanding is not a matter of fairness, it is a matter of potentially great unfairness.








 From Cicero to Juvenal : Quis custodiet….?





I am aware that there is a lively debate about all of these issues. The Law Reform Commission discussion paper on Contempt by Publication advanced certain proposals to deal with these access questions in legislative form. 





Mr Justice Olsson of the South Australian Supreme Court has referred to the need for the judiciary to respond to the “quantum leap” in record keeping and management arising from both the new technologies and the passage of the Electronic Transactions Act. 





Journalists such as Chris Merritt (writing in the Australian Financial Review of 22 June 2001) have called on the Chief Justice to review what he described as the “highly restrictive practice note” of March 1998 covering access to court files by non-parties which was the subject of much discussion before Mr Justice Austin in the matters involving One.Tel principal Jodee Rich.





Such a review is of course under way and our State’s  Chief Justice has been active in this area and is clearly on the record as favouring a regime based upon a presumption of maximum access to all court records and an expansive use of new electronic and on-line technologies.  A new Draft Practice Note has been the subject of lively discussion. I understand that in due course I may be invited to comment on this latest Draft and I shall certainly look forward to doing so. Indeed I would like to congratulate senior members of this State’s judiciary in their recognition of the potential impact of their activities on the broader privacy rights of this State’s citizens.





However I express two concerns. The first is whether or not changes in the way in which court records are managed will turn these records into what the Privacy and Personal Information Protection Act  defines as a “public register”.  Section 3 of that Act defines “ public register” as:





“a register of personal information that is required by law to be, or is made, publicly available or open to public inspection (whether or not on payment of a fee).”





Were court records to become a public register then the access and disclosure provisions of sections 57 to 59 of the PPIP Act would come into play. They are essentially quite restrictive in order to safeguard the privacy of individuals whose data appears in public registers, and this would certainly conflict with the principles of “open justice”.





The second  is  that this whole issue raises the question of where the “judicial functions” of the Court which are exempt from the provisions of the PPIP Act finish. I, as a mere historian, would never seek to advise so many eminent Justices/Commissioners on such a matter, but as a point of common sense I find it hard to conceive of record keeping in a Court registry as being properly a “judicial function” of the Court itself. Section 6 of the PPIP Act states:





“(1) Nothing in this Act affects the manner in which a court or tribunal, or the manner in which the holder of an office relating to a court or tribunal, exercises the court’s, or the tribunal’s judicial functions.


……


(3) In this section, judicial functions of a court or tribunal means such of the functions of the court or tribunal as relate to the hearing or  determination of proceedings before it, and includes:


           (a) in relation to a justice - such of the functions of the justice as relate to the conduct of committal proceedings…….”





If record keeping in a Registry is not a judicial function, then the management of such records must be in accordance with the provisions of the PPIP Act, and these I respectfully suggest, could not be set aside or overridden simply by the issue of a Practice Note no matter how eminent or authoritative its provenance.





It is of course both the irony and delight of our judicial system that it may well be one of you or your erstwhile colleagues who will have to decide this matter at some stage.





Chris Puplick


22 October 2002
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